BO CONG AN CONG HOA XA HOQI CHU NGHIA VIET NAM
CONG AN TP HA NOI Pgc lap - Tw do - Hanh phic

S&B469 /CAHN-ANM&PCTPSDCNC Ha Néi, ngay 19thang 05 nim 2026
V/v canh bao mot s 16 hong bao mat nguy hiém
trén thiét b mang, ph?ln mém

Kinh gui: Van phong Thanh uy;

- Van phong Boan PBQH va HDND TP Ha Noi;

- Van phong Uy ban MTTQ Viét Nam - TP Ha Noi;
- Vin phong UBND Thanh phd;

- Céc S¢, ban, nganh, co quan ngang So;

- UBND céc xa, phuong.

Thuc hién cong tac chuyén trach vé bao dam an ninh mang, an ninh thong
tin mang trén dia ban Thanh phd, qua cong tac nim tinh hinh trén khong gian
mang, Cong an thanh phé Ha Noi phat hién mot s6 16 hong bao mat nghiém
trong, nguy co gdy mat an ninh mang, an ninh thong tin mang, cu thé nhu sau:

1. Théong tin vé cac 16 hdong biao mat nghiém trong

(1) L5 hong bao mat trén thiét bi tuong lira Palo Alto Networks (CVE-
2026-0300, diém CVSS 9.3): L5 hong bao mat lién quan dén 15i tran bo dém
trong tinh nang xac thuc nguoi dung (User-ID Authentication Portal). Tin tac
khong can tai khoan hay twong tac ctia ngudi ding van co thé thyc thi ma tuy ¥
v6i ddc quyén root, tir d6 theo ddi, truy cap mang ndi bd va thu thap thong tin
1am ban dap tin cong hé thong.

(2) L6 hong bao mat trong trinh duyét Google Chrome (CVE-2026-5281,
diém CVSS 8.8): L6 hong bao mat phat sinh tir Ldi "str dung sau khi giai phong"
(use-after-firee) trong thanh phan Dawn (Dawn la mét dw dn md nguén mé trong
hé sinh thdi Chromium, dong vai tré ban thue thi tiéu chuan WebGPU — I6p trung
gian quan trong cho phép cdc g dung web khai thdc truc tiép sirc manh xir Iy
dé hoa ciia phan citng mdy tinh) cia WebGPU. Tin tic c¢6 thé lira nan nhan truy
cap trang HTML doc hai dé chiém quyén kiém soat tién trinh két xudt, tir d6 thuc
thi ma Iénh tity y, theo doi hoat dong va danh cap dit licu.

(3) L5 hong bao mat trong Microsoft Defender (CVE-2026-33825, diém
CVSS 7.8): L6 hong bao mat ton tai trén phan mém diét virus tich hop trén
Windows cho phép tin tic tao tép tin gia mao dé loi dung qua trinh ra quét cia
Defender. Qua do, tin tic c6 thé vo hiéu hoa 16p bao vé hé thdng, chiém quyén
diéu khién toan bo hé thong (System) dé cai ma doc, phan mém gian diép va
danh cap thong tin.
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(4) Chudi 15 16 hong bao mat trén Router Tenda F451 (diém CVSS tir 9.0
dén 9.8): Dong thiét bi nay ton tai 15 15 hong bao mat voi diém CVSS nghiém
trong tir 9.0 dén 9.8 nam trong cac ham cdt 16i nhu quan 1y két ndi WAN,
DHCP, dinh tuyén tinh. K& tan coéng c6 thé xam nhap thiét bi tu dong, chiém
quyén quan tri tr xa dé danh cdp toan b théng tin nhay cam di qua mang va
dung thiét bi lam diém "nam ving" tin cong vao may chi dit liéu quan trong.

2. Pé tang cudng cong tac bao dam an ninh mang, an ninh dit liéu, bao vé
bi mat nha nuéc, Cong an Thanh phd dé nghi cac don vi trién khai cac bién phap
khic phuc, cu thé:

(1) Ra soat, cap nhét ngay cac ban va 156i méi nhat cho toan bo phan mém,
trinh duyét va thiét bi tuong lira dang sir dung, dong thoi thu hdi va loai bo hoan
toan cac thiét bi mang hét vong doi, ngimg san xuat, khéng con nhan duoc cap
nhat phan mém, ban va bao mat hoic hd tro k§y thuat tir hing.

(2) Phd bién, quan triét toi can bd, cong chirc, vién chirc ning cao y thic
canh giac, chdp hanh nghiém cac quy dinh cta phap luat vé bao dam an ninh
mang, an toan thong tin va bao v€ bi mat nha nudec.

Két qua kiém tra, ra soat, khic phuc dé nghi trao d6i bang vin ban gui vé
Cong an thanh phd Ha Noi trude ngay 22/5/2026 (qua Phong An ninh mang va
phong, chong t6i pham sir dung cong nghé cao, dia chi: 55 pho Ly Thuong Kiét,
phuong Cita Nam, Ha Néi). Cong an thanh phd Ha Noi ctr dong chi Nguyén
Hoang Nam (56 dién thoai: 0978.224.789) lam dau mdi lién hé, phdi hop cong
tac.

Cénéiq thanh phd Ha Noi trao d6i dé quy don vi phdi hop cong tac./ |

Noi nhédn:

- Nhu trén;

- P/c Giam dbc CATP (dé béo céo);

- Luu: VT, ANM&PCTPSDCNC.DS(N).ost/
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